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Presenter

Alan Hamm

Senior Security Engineer
alan.hamm@freschesolutions.com

= Over 25 years of experience in the IT
industry, specializing in IBM i security.

" Leverages development background
to solve automation and configuration
problems.

= 17 years as an application developer,
systems integrator, business analyst,
and data center lead.
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o SIEM and Forensic Accounting >> Security Event Notifications
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=  Assessment Report: Sample




Powerful Security in an Affordable Subscription Model

Subscription
License

Get full access to the
Fresche Security Suite and
protect your systems
against ransomware,
uncover vulnerabilities and

ensure compliance.

Get Started Now

$833 per month

billed annually / per LPAR

Includes access to all features and modules:
TGCentral, TGSecure, TGAudit, TGDetect, TGEncrypt and TGMFA

Unlimited Users

Technical support & onboarding

No upgrade or transfer fees

Includes the entire
security suite

All-inclusive
subscription

No hidden fees

FAESCHE
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Security Services & Flexible Subscriptions

Custom
Licenses

Looking for flexible one-
time or unlimited licensing
options, Fresche Security is
also available via
convenient enterprise
models. Connect with us to
learn more about our
custom options.

Discuss Your Options

Enterprise Licenses
Unlimited Licenses

Flexible Terms

IBM i
Security
Services

Partner with experienced
IBM i (AS/400, iSeries)
security professionals who
can help you identify &
prioritize vulnerabilities
and guide you on
improving your security

position going forward.

Security Assessment
Starting as low as $0»

Security strategy consulting
Speak with an expert »

Security Consulting
20hr expert services

bundle $5000 >

Penetration Testing
$5,750/LPAR »

Self assess with
free trial

Affordable access
to IBM i security

—
experts

Trusted advisors
Fresche & DXR
(Carol Woodbury)

FAESCHE
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The GUI Interface

TGCENTRAL Show= [en] @ ADMIN & ~

X
& Dashboard 0 0
& Server Management % . .
0% Since last Month 0% Since last Month
®, Rules &5
Reports Run © Empty Reports >} Error Reports ©
% Groups w - Report Cards Run [>]
= Calendar
s Statistics of Reports A Activity History
B Reporting 5
5 User Login ADMIN 09:09
= Activit
. ) Server TGSE1. TRINITYGUARD.COM
i Real-time Events —_ cdited o
# Admin &

Network Security Defaults imported

- nn-m4

Access Escalation Defaults imported

nn-24

Inactive Session Lockdown Defaults

/—-.\___/\'*"-.._______ imported 00-24

Resource Manager Defaults imported

U2 3-UG 2U25-1U 00:21
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The GUI Interface

& Dashboard
a Server Management
£ Servers

£ Server Groups

Reporting

Activity

i Realtime Events

& Admin

Servers

Show 5 w | entries
Server Name IP Address 0S5 Version
TGSE1.TRINITY GUARD.COM 17217.172.243 VTR4MO

® TGQES TRINITYGUARD.COM 17217172239 WVTR3MO

First n Last

I= Report Activity ~ 3= Activity W Schedule & Details

Activity History at TGSE1.TRINITYGUARD.COM

Reports

Show 20 w entries

Report Name Date
O PCIDSS 4.0 2023-10-03 04:00
O PCIDSS 4.0 2023-10-02 04:00
O PCIDSS 4.0 2023-10-01 04:00
O PCIDSS 4.0 2023-09-30 04:00

Platform

IBM i

IBM i

Status

[en] @  ADMIN & ~

Q
Status Action
Managed
Managed

& Rerean

Q
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The GUI Interface

TGCENTRAL [en] @  ADMIN &

i .
DT Do Remote Exit Rules m £ Refresh
i Server Management . Show| 50 « entries Q
£ Servers Exit
Operation Client Alert Rule
2 Server Groups Server User/Group Server Function IP Calendar Status Action Object Details Action
TGSE1.TRINITYGUARD.COM *PUBLIC *ALL *ALL “NONE *NO *PASS Action -
+, Rules -
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON *ALL *NONE *NO *PASS
LB T T TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.11.12.35 *NONE "NO *PASS
» Network Security { TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.32 “"NONE *YES *PASS
okt Rules ALL PUBLIC ALL ALL NONE NO PASS
TGSE1.TRINITYGUARD.COM PMB FTPSRV *ALL 10.11.12*  “"NONE *NO *PASS
Remote Exit Rules
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.*  *NONE *NO *PASS
Exit Point Config TGSE1.TRINITYGUARD.COM :ADMIN FILE “ALL 107 “NONE *NO “PASS fhome/PMB/mydir
Defaults TGSE1.TRINITYGUARD.COM PMB DBSQL *ALL 10.* *NONE *NO “PASS FINANCE/CUSTMASTFILE
TGSE1.TRINITYGUARD.COM PMB FTPSRV *ALL 10.27.* *NONE *NO *PASS
» Access Escalation r«lgmt.
' TGSE1.TRINITYGUARD.COM PMB DBSAL *ALL 10.27.81.26 *NONE *YES *PASS FINANCE/CUSTMAST.FILE
> Inactive Sess. Lockdown TGSE1 TRINITYGUARD.COM -ADMIN FTPSRV LOGON 1011*  "NONE *YES *PASS
» Resource Manager . TGSE1.TRINITYGUARD.COM PMB ‘FILEGRP 10.27.81.30 *NONE *NO *PASS [MrinityGuard/Reports
TGSE1.TRINITYGUARD.COM PMB FTPSRV LOGON 10.27.81.23 “"NONE “YES *FAIL Action +
» User Profile Manager ! i -

) First - Last
» Detect Monitors )

» Database Encryption * FHES[:HE
» Command Security -

SOLUTIONS



The GUI Interface

TGCENTRAL [en] ©  ADMIN & ~

List of Roles =+ Add | & Refresh
& Dashboard -

i Server Management s Show &0 « entries Q
& Servers Built-
Name Description in Functions
L ST ElTEE Admin Power user with access to all Functionality Yes
#, Rules - Auditor Ability to create, view, run, and rerun reports. Auditor has the ability to view rules (ie JAM), but not change or delete them. Yes
Creator Responsible for creating reports, and should also have everything that a Reader has. Yes Action +
% Groups  Acton - |
Helpdesk  Usually helps users troubleshoot issues with their reports, or logging in, etc. Hence they can generally do everything an Auditor can do, Yeg
= Calendar and actions to users, except delete them.
Reader Ability to view reports and delta reports. Yes
B Reporting
Super Everything the Help Desk has, plus the ability to maintain rules and delete users. This would be the equivalent of the Admin, minus Rules, Yes
- User and Settings.
|=] REPOrtS
First - Last
[0 Report Cards
= Activit

5 Real-time Events

/& Admin

FAESCHE
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Poll: What layers of your IBM i have you secured?



TG Security Suite: Overview

= Accessing the Suite = TGMENU

= Authorizing users = 70. Work with TG Product Users or edtautl tgautl

= Checking product version and license = 80. Licensing Status

= Assessing Exit Point defaults = TGSecure->Network Security-> Network Security Defaults

I - = TGSecure->Network Security-> Exit Point Configuration->F7
Audit Status . . . . . .. . . ¢ #YES

Audit Journal * TGJRH

Audit Journal- Library : TGDARTA SeRver

Exit Point
Exit Format
Exit Description

Audit Comfiguration Chang Lo

Alert Status . . . . . . . . . : ¥¥ES

Alert I : [JueL D TEMSGEH
Alert Message. Quev .+ TGDATA

Audit Status
Security Status
Alert Status

TELMET AutoSignon Allowed . . @ #*NO

Smart Mode . . .
Collector Status

Primary Group Inheritance. . . @ #YES

supplemental Group Inheritance @ #

SOLUTIONS



Network Security and Exit Points Network Monitoring

How to objectives:
Log detailed exit point information
**No exit points by default = No detailed logging/monitoring

To add/remove exit programs:
TGMENU->2. TGSecure->1. Network Security->10. Exit Point Configuration
or
TGNTWCFG

TGNTWCFG SERVER(*ALL) ACTION(*ADDCYC) RUNI(*YES)

OR
TGNTWCFG SERVER(*FTP) ACTION(*ADDCYC) RUNI(*YES)
TGNTWCFG SERVER(*DATABASE) ACTION(*ADDCYC) RUNI(*YES)
TGNTWCFG SERVER(*FILE) ACTION(*ADDCYC) RUNI(*YES)

TGNTWCFG SERVER(*DDM) ACTION(*ADDCYC) RUNI(*YES)
TGNTWCFG SERVER(*SOCKET)  ACTION(*ADDCYC) RUNI(*YES)

FAESCHE



Network Security and Exit Points

Best practices — deny by default - modify *PUBLIC (default rule)

Uger-Mame . . . . w1 *¥PUBLIC
Client IF . . . .. .: #ALL

Uperation Serwer . .: #HLL

Calendar. . . . . . .>» x¥MHOHE
Hlert Status . o . .: *MO

Action . . . . ... .: #FAIL
Fule Description . .: Default Public Rule

Type of Ubject. . . .: %HOME

FAESCHE



Network Security and Exit Points Network Monitoring

Generate/View FTP transactions:
cmd

ftp 172.17.172.240

cd /demo/public

cd /demo/it

cd /demo/hr

How to *PASS transactions:
Allow individual User - FTPSRV LOGON
Allow using user group :FTPUSERS - FTPSRV LOGON using
Allow QTCP *PRE *AIPPASS - FTPSRV INIT
Allow QTCP *PRE *TRUSTED - FTPSRV INIT

FAESCHE



IFS and Object Authority

Best practices — deny by default - *PUBLIC *EXCLUDE Object Type
QSYS/APPO1 *USRPRF

How to secure using QSYS: QSYS/APPO1 *AUTL

Create authority schema APPO1_QSYS QSYS/APPO1 *LIB
APPO1/FILEO1 — FILEO4  *FILE

Owner = APPO1 *FILE APP01/PGMO1 — PGMO4  *FILE
Authorization list = APPO1 Owner = APPO1

* _ % APP01/QCLLESRC *FILE
PUBLIS; AUTL Authorization list = *NONE .
APPO1 = *ALL *PUBLIC = *EXCLUDE APP01/QRPGLESRC FILE

APPO1 = *ALL APPO1/VERSION *DTAARA
*PGM

Owner =APPOL *DTAARAFILE
Authorization list = *NONE Owner = APPO1

*k — %k
PUBLIC = *USE Authorization list = *NONE

— ¥
APPO1 = *ALL -_* *PUBLIC = *EXCLUDE
Use adopted authority = *YES APPO1 = *ALL

Adopted user profile = *OWNER FHESEHE




IFS and Object Authority Zero Trust

Create Object Group :APPO1
TGMENU->2. TGSecure->4. Resource Manager->
3. Work with Groups->1. Work with Object Groups->F6

Group Mame . . . : cAPPOL

Group Description: APPAL Ad d 0] bJ e CtS Group Mame/Desc.: :APPO1 APFAL

subset Criteria - File Sys.: #ALL Obj.Mame: #ALL

2=Edit 4=Delete

Opt File System  Object HMName

APPO1/ +ALL .ALL
OsYS/AAPPOL.LIE

FAESCHE



IFS and Object Authority Zero Trust

Authority schema APP0O1_QSYS
TGMENU->2. TGSecure->4. Resource Manager->
1. Authority Schema Configuration->F6

: APFO1 Schema ID . . . . .. . . : APPAL QSYS
: ARFEL 0 schema Description.. . . @ APEOL_L)
A0 Alert Status. . .. . . . @ #M0
L . [0 = 5 Scope

Object ] 5 Patho . . . . . 00 ¢ #MONE

Object Mame . . . . .« . . . @ :APPE1L

Object Library. « . . . . . . Scope Authorities

Object Type . . . . . . . . & Object Ouner.

AP Mame. . . . . . . . . . L AS Authorization List.

scope Authorities Object Primary Group.

DhjEEt Owoer. . v & & o o o« & *PUBLIC Object Authority.

Authorization List. ... . . @ #MOK *PUBLIGC. Data Autharity.

Object Primary Group. : -

Rdopt User Profile.

Adopt Authority .

#PUBLIC Authority .

FAESCHE
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IFS and Object Authority

Define schema

Schema I0D. APREL_QSYS
Description. ARPPAL_QSYS

2=Edit 3=Copy d4=Delete 5H=Display

File Path or
Opt Sys  ASP

5% kSYSBAS
#3545 #SYSBAS

Library Object

Mame

Object
Type

*AFFE1
tAFFEL

Auth
List

User
Object

Object
Owrer

APFO1L
APFO1L

*MONE
#MOME

¥PUBLIC
APFO1L

*EXCLLIDE
#ALL

Exception

#M0
*M0

Schema ID

Schema Description
File System.
Object Scope

APPAL_0QSYS
APPAL_OSYS
545

Object Mame. *ALL
Object Library
Object Type.
ASF Mame
Object Huthurltg Settlngs
Object Ouner
Authorization List
Object FPrimary Group.:
Adopt User Profile : #*0LNER
Adopt Authority. ¥YES
User Authority Settings

User Mame.

Object Huthurltg

*PGM

*MHOME

xlJ5E

: APFPE1
1 #5YSBERS
: APPE1

*MOME

: #PUBLIC

schema ID

Schema Description
File System.
Object Scope

APPE1_QSYS
APPEL_QSYS
545

Object Mame. *ALL
Object Library
Object Tuype.
RSP Mame .
Object Huthurltg Settlngs
Object Owner
Authorization List
Object Primary Group. :
Adopt User Profile : *0LMER
Adopt Authority. #YES
User Authority Settings

U=ser Mame.

Object Authority

*PGEM

¥MOME

*+ALL

: APFU1
: SYSBAS
HPPEL

*MOME

: APFO1

Schema ID .
Schema Description
File System.
Object Scope

BPPAL_0SYS
APPAL1_0SYS
#5545

HPEO1

Object MHame. :
1SS

Object Library
Object Type. %L IB

ASP Mame : ¥5YSERS
Object Huthurltg Settlngs

Object Ouwner . : AFPFPB1
Authorization List ARPE1
Object Primary Group.: ®xMHONE
Adopt User Profile : *USER
Adopt Authority. Lo MO

User Authority Settings
User Mame.

Object Huthurltg

*PUBLIC
: *AUTL

schema ID

Schema Description
File System.
Object Scope

AFPO1_QSYS
AFPO1_QSYS
#5545

: APRO1
:QSYS
» x| IB

Object Mame.
Object Library
Object Tuype.
AP Mame

: #5YSBRS
Object ﬂuthurltg Settlngs

Object Owner
Authorization List ARP 1
Object Primary Group.: #HOME
Adopt User Profile : #USER
Adopt Authority. #M0

User Authority Settings

User MName. : APPOE1
Object Authority *ALL

APFO1




IFS and Object Authority Zero Trust

Run Compliance Report
Take option 22
Or
TGAUTCMP SCHID(APPO1_QSYS) ARPT(*NO) OUTPUT(*) ENFO(*NO) RUNI(*YES)

FAESCHE



IFS and Object Authority Zero Trust

Best practices — deny by default - *PUBLIC *EXCLUDE

How to secure using IFS:
Create authority schema APPO1_IFS

Application location = /demo/App0O1  Application support team needs access to logs!

Owner = APPO1 /demo/App01/log

Authorization list = *NONE Owner = App01

*PUBLIC = *EXCLUDE Authorization list = *NONE

APPO1 = *ALL *PUBLIC = *EXCLUDE
APPO1 = *ALL

GRPPGMRS = *RX

FAESCHE



IFS and Object Authority

Define schema

TGTS1 Default Authority Schema - Add Default Authority Schema - Add
ALAN

. - = I AFRPBE1 TFS [Mame]
Schema DeSCPlptth - - Applicaticon B1 TFS Example
Schena 1D : APPOL IFS (Name ) Alert Status. . . . . . . : *NO [*¥ES, *HOJ

Schema Description v Application 01 TFS Exanple IFS "ecope

Alert Status voAhD- (+E5,#H0) IFS Path. - . . . . . - . ! sdemosfappBl

Include IFS or Library Object.: #IFS (#5Y5,#TFS, #ALL,*N0) IFS Depth: )

Filter Details + WNONE (+NONE, Filter Name) AR oo ISP TV O] TR AME, Name )

Object Scope Authorization List. .. .0 *MOME [+MOME . +*SAME Mame )
Object Nan : +NONE (+NONE, AL, : TRGRP, Nane, Generics)  + . Ny ZBONE Al O e ESs R TETeT,
Object Library y (#ALL,Nane,Generics) itu. . : *EHCLUDE [ #MOME , #RUH, =R, =Rl =il

TGTS1 AL TGETS1 TaTS1 Au
ALAN BLAN ALAN

Schema IDw . . . . ¢ APROL.IFSEZ Schema IDw . . . . @ APPEL.IFSZ Schema IDv . . . . ¢ APROL1_IFSEZ

Schema Description . : Application U1 IFS Exanple WM cchena Description . @ Application 81 IFS Exanple Schema Description . @ Application 01 IFS Example
File System. . . . . @ #IF% File System. . . . . & #IFS File System. . . . . & #IF§

IFS SCDﬂE IF5 Sggpe IFS SCDpE

IFS Path . . . . . o fdemnfapuﬁlflnq IFS Fath . . . . . . demeaﬂﬂlequ IFS Path . . . . . « ¢ demeaﬂﬂlequ

IFS Authority Settlngs
Object Owner . . . . =
Authorization List .

Object Primary Group.:

IFS Authority Settlngs IFS Authority Settlngs
Object Owner . . . . o APPOL Object Owner . . . .
Authorization List . @ *NONE Authorization List .

Object Primary Group.: *HOME Object Primary Group.:

lser Authority Settings )
User Name. . .. . . : *PUBLIC User Authority Settings User Authordgy Settings

Object Authority . . @ #NOHE User Mame. . .. . . : HPPOL User MName. . .. . . @ GRPPGHRS

Data Authority . . . & *EXCLUDE Object Huthority . . @ *ALL Object Authority . . @ #NONE
Data Authority . . . Data Authority . .




IFS and Object Authority Zero Trust

Run Compliance Report
Take option 22
Or
TGAUTCMP SCHID(APPO1_IFS) ARPT(*NO) OUTPUT(*) ENFO(*NO) RUNI(*YES)

FAESCHE



Access Management Privileged Access Management

Blueprint
Use Case: Restricted User Provisioning without *SECADM

Allow Development manager (ALANNONSEC) the ability to enable their service
account (APPO1) when needed.

FAESCHE



Access Management Privileged Access Management

Create Blueprint APPO1_STATUS CHANGE

Blueprint - Add [(5tep 1sB8)

Blueprint IO : HEPOY STATUS CHANGE
nt [ ~iption P AFPOL1 STATUS CHAMGE

Bluepri
Uzer Pro

4 : RAPPEL_STATUS_CHANGE
lescription. . . . o . .. . . . I HFPOL STATUS CHANWGE

Set the User Profile Parameter walues.
4=felete Z=Edit

Farameter
Yalue

STATUS +ENABLED

SOLUTIONS
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Access Management

Create Blueprint APPO1_STATUS CHANGE

Blueprint ID.

! APPE1_STATUS_CHANGE

Elueprint - Add (Step 376)
User Profile Object Authoriti

Description. : AFFOL1 STAT

Enter the 0Object Authority settings.

#[JSEFRF Object
Object Ouner

Owner Authority .
#*PUBLIC Authorituy .

#MSGEE - Ob ject
Object Duwner

Ouner Authority .
#PUBLIC Authority .

TETS1
ALAM

Blueprint “ID
Description

Set 3rd Party script to
4=[elete

Script  Script
Ipt Tupe Statement

[+DFT , Mame, +15RPRF]
[ +CHAMNGE , +USE, #EXCLUDE ,+ALL )
[+AUTL . *USE,#CHANGE , +ALL , #EXC

[ +DFT,Mame, *JSRPRF
[ #CHANGE, #USE , +EXCLUDE, *ALL )
[ +aUTL, *USE, #*CHANGE , #ALL )

Blueprint - Add (Step 5/6)
Ird party Integration

. APFEL_STATUS_CHANWGE
: BPPRL STATUS CHAMGE
run and Fass

User ProfilelSUSRPRF)  andfor Description [(STEXT)

Privileged Access Management

Blueprint - Add (Step 4/6)
Authority List Settings

Blueprint ID
Description

! APPOL_STATUS_CHANGE
! APPEL STATUS CHAMGE

Set the Authority Lists.
4=lelete

Authority
Opt List

Authority

Yalue Description

Blueprint - Add (Step 6/6)
Blueprint Permissions

Elueprint I, . @ APPOL_STATUS_CHANGE

lescription. . @ APPOL.STATUS CHAMGE

Authorize admin/help desk users to use the blusprints.

(:TGUSGRP] +
(#YES,#ND)

yRYES (#YES, #N0)

FAESCHE
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Access Management Privileged Access Management

Blueprint APPO1_STATUS CHANGE

ADDAUTLE AUTL(TGAUTL) USER(ALANNONSEC) AUT(*USE)

Check it out, test it!

TGPRFCMP COMPN(APPO1_STATUS CHANGE) OUTPUT(*) ENFO(*NO) RUNI(*YES)

TGPRFCMP COMPN(APPO1_STATUS CHANGE) OUTPUT(*) ENFO(*YES) RUNI(*YES)

FAESCHE



SIEM and Forensic Accounting Security Event Notifications

Detect

SIEM and Forensic Accounting

QHST : QSECOEFR logins
TGMENU -> 3. TGDetect -> 1. Work with Monitors -> QHST 10 -> 20

FAESCHE



Auditing and Compliance Security Logging/ Auditing

*NOTE
Not logged/audited by default

System Values
TGMENU -> 2. TGSecure -> 7. System Value Management -> 1. Work with System Values

Profile management:
TGMENU -> 2. TGSecure -> 5. User Profile Management -> 5. Profile Inactivity Settings

Reporting: ©
TGMENU -> 1. TGAudit
30. Work with Reports (TGWRKRPT)
31. Work with Report Cards (TGWRKCARD)

FAESCHE



Assessment Report

Date:11/03/22
Time:07:11:00
System:TGTS1

Network

Sockets-related exit points not secured

FAII

rAall

Detailed
Report

Network

Remote server exit points not secured

FAIL

Detailed
Report

Profiles

System Service Tools users

FAIL

Detailed
Report

Resources

Integrated File System security

FAII

Detailed
Report

Resources

Allow object restore option

FAIL

Detailed
Report

Resources

Allow user domain objects 1n libraries

FAIL

Detailed
Report

Configuration

Auditing control contains AUDLVL and OBJAUD

PASS

Detailed
Report

Configuration

Attention events are audited

PASS

Detailed
Report

Configuration

Authorization failures are audited

PASS

Detailed
Report

Configuration

All object creations are audited

Detailed
Report

Configuration

All deletions of external objects on the system are audited

Detailed
Report

Configuration

Actions that affect a job are audited

Detailed
Report

Configuration

Networking and communications functions are audited

Detailed
Report

Configuration

Generic object tasks are audited

PASS

Detailed
Report

Configuration

OfficeVision are audited

PASS

Detailed
Report




FRESCHE

Next Steps...
Questions?

(V) Subscribe to TGSecurity Suite
@ Speak with a security expert

() Download a Free Trial
@ Conduct a Pen Test



mailto:alan.hamm@freschesolutions.com
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