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Why are We Talking About This?

When security is not administered, it typically becomes 
‘undone.’ 



System Values
 Ensure they meet security best practices:

 IBM i Security Reference
 IBM i Security Administration and Compliance, Third edition
 Risk Assessment output

 Where they don’t, evaluate the risk:
 Of changing
 Of not changing

 Key system values:
 QSECURITY
 QPWD*
 QMAXSIGN
 QAUD*
 QCRTAUT
 QSSL*



User Profiles



Reviewing User Profile Capabilities

 Group profile assignments
 Special authorities
 Limited capability setting



Working with User Profiles

Traditional interfaces:
 WRKUSRPRF cw* or *ALL
 CRT/CHG/DLTUSRPRF
 PRTUSRPRF
 DSPUSRPRF USRPRF(*ALL) OUTPUT(*OUTFILE) 

OUTFILE(your_lib/your_file)

Modern interfaces:
 Navigator for i
 IBM Service:  QSYS2.user_info



Service Account Setting Recommendations

 Create the profile with the following attributes:
 SPCAUT(*NONE) – where possible.  Do not default to *ALLOBJ!
 LMTCPB(*YES)
 INLPGM(*NONE)
 INLMNU(*SIGNOFF)
 ATNPGM(*NONE)
 TEXT(‘Something informative’)
 PASSWORD ->  Not a default! 
 PWDEXPITV -> Recommend the pwd be changed periodically

Add rules in exit point products to stop these profiles from being used for 
other purposes.



Groups / Ownership Account Setting Recommendations

 Create the profile with the following attributes:
 SPCAUT(*NONE) – where possible
 PASSWORD(*NONE)
 PWDEXPITV(*SYSVAL)
 STATUS(*DISABLED)
 LMTCPB(*YES)
 INLPGM(*NONE)
 INLMNU(*SIGNOFF)
 ATNPGM(*NONE)



Protecting Data



Working with System Values

http://your_system_name:2002/Navigator/login



Users (or Groups) – Navigator for i



Profiles with a Default Password

Hints:
• Use this method to perform other analysis on user profile configuration. For example:

• Profiles not limited *YES (not LMTCPB(*YES))
• Profiles with a non-expiring password (PWDEXPITV(*NOMAX))

• Include (or remove) the other attributes selected so it makes sense for your reporting / analysis



Listing Inactive Profiles with SQL

17

Make sure you’re looking at the right date. Last used, NOT last sign-on!



Security Must be More than Menu ‘Security’
Users downloading to an 
Excel spreadsheet

ODBC connections to 
Windows servers

FTP to banks, payroll 
processors, trading partners

Developers updating data

People using ACS features 
such as Run SQL Scripts

SSH

Administrators and Analysts 
with legitimate command line 
access



Data May be in Either a Library or a Directory

 Data should be secured
 For Integrity -> 

 *PUBLIC(*USE) for objects in a library
 *PUBLIC DTAAUT(*RX) OBJAUT(*NONE) for objects in a directory

 For Confidentiality -> 
 *PUBLIC(*EXCLUDE)
 *PUBLIC DTAAUT(*EXCLUDE) OBJAUT(*NONE)

 Use Authority Collection to determine how much authority 
is required.



To Review Object Authorities

 QSYS2.object_privileges (same as the DSPOBJAUT 
command)

 QSYS2.ifs_object_privileges (same as the DSPAUT 
command)

 QSYS2.object_ownership (same as the WRKOBJOWN 
command or QSYLOBJA API)



Fresche Security – The GUI



Fresche Security – The GUI



Fresche Security – The GUI



System Values



System Values



System Values

WRKSYSVAL QAUDLVL - Controls the level 
of action auditing on the

“If the QAUDLVL system value 
contains the value *AUDLVL2, then 
the values in the QAUDLVL2 system 
value will also be used.  If
the QAUDLVL system value does not 
contain the value *AUDLVL2, 
then the values in the QAUDLVL2 
system value will be ignored. “ 
– from QAUDLVL Extended help



System Values

WRKSYSVAL QAUDLVL2



System Values

WRKSYSVAL QAUDCTL
“A change to this system value takes effect immediately for all jobs
running on the system.  The shipped value is *NONE. “ 
– from Audit control Extended help

CHGSECAUD – What is this?



System Values - Policy

Define System Values policy



System Values - Policy

Check compliance against System Values policy 



System Values - Policy

Enforce compliance against System Values policy
TGSYSCMP ARPT(*YES) OUTPUT(*HTML) ENFO(*YES) RUNI(*YES)



System Values - Policy



User Profiles

Privileged Users (common to most)
 Special authorities
 Group profiles
 Limited capability

QSYS2.USER_INFO



User Profiles



User Profiles



User Profiles



User Profiles



User Profiles



User Profiles



User Profiles



User Profiles



User Profiles – Privileged Access Management

Remove *SECADM, create profile templates/blueprints

Use Case:  Restricted User Provisioning without *SECADM
   Allow Development manager (ALANNONSEC) the ability to enable their service     
                    account (APP01) when needed.



User Profiles – Privileged Access Managment

Create Blueprint APP01_STATUS_CHANGE



User Profiles – Privileged Access Management

Create Blueprint APP01_STATUS_CHANGE



User Profiles – Privileged Access Management

Blueprint APP01_STATUS_CHANGE

Check it out, test it!

TGPRFCMP COMPN(APP01_STATUS_CHANGE) OUTPUT(*) ENFO(*NO) 
RUNI(*YES)

TGPRFCMP COMPN(APP01_STATUS_CHANGE) OUTPUT(*) ENFO(*YES) 
RUNI(*YES)



Protecting Data – Exit Points



Protecting Data – QSYS

Use QSYS authority schemas 



Protecting Data – IFS
Use IFS authority schemas 



Actions to Review from the Audit Journal



Actions to Review from the Audit Journal – Reports



Actions to Review from the Audit Journal – Reports 



Actions to 
review from the 
Audit Journal –
Report Cards



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Evidence - Supporting Documentation - Reporting



Poll Question: What challenges are you 
currently facing in securing your IBM i?



Name
Title

IT & IBM i  experts providing solutions to design, 
develop, modernize, transform & secure 
business-critical systems and deliver results!



Questions?
alan.hamm@freschesolutions.com

info@freschesolutions.com

Next Steps…
Download a Free Trial

Speak with a security expert

Subscribe to Fresche Security

Ask about pen testing

mailto:alan.hamm@freschesolutions.com
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