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Issue #1: Sharing Root (‘/’) 
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File Shares !!!

IBM i

Mapped Drive to Root (‘/’)
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Who Can Use a File Share?

▪ Until IBM i 7.5, there is no way to secure the share itself

▪ What the malware can do will depend on

▪ How the share is defined – Read only or Read/Write

▪ The user’s authority to the directory and objects in the directory

▪ Goals:  

▪ Reduce number and type of shares – fewer shares = lower risk

▪ Secure access to objects shared to allow access only by users 

with a job responsibility to do so

Share Permissions

Read share 

Share

Permission

What can be 

Accomplished

If user has at least *READ authority, 

contents can be read

Contents cannot be updated regardless 

of user’s authority to the object

Read/Write share If user has at least *READ authority, 

contents can be read

If user has at least *W (write) authority, 

contents can be modified

User must have sufficient authority for 

the operation being attempted (either a 

read or a write)

5

6



www.DXRSecurity.com 4/17/2023

© DXR Security, All Rights Reserved. 4

Controlling Access to NetServer with an Authorization List

Authorization list secures no objects – Make name and description meaningful!

Suggested approach:

- Set *PUBLIC to 

*EXCLUDE

- Only authorize users 

who have a 

business need to 

map a drive

Remember: 

*ALLOBJ provides 

access!!!
NEW!  

Secure Individual Shares with an Authorization List

Unlike share for NetServer, authority granted has meaning!!!

- *USE to autl restricts access to Read-only

- *CHANGE or greater (or *ALLOBJ) grants Read/Write 

- Authorities to underlying shared objects still apply

Make authorization list name and description meaningful as it secures no objects

>> QSYS2.SERVER_SHARE_INFO enhanced to include name of authorization list

NEW!  
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Issue #2: Running at the Wrong 

QSECURITY Level 

Security Level (QSECURITY) – IBM i 7.5
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QSECURITY level 20 – IBM i 7.5

▪ Can no longer specify 20 as a valid value for QSECURITY

▪ Systems currently at 20 will remain at 20 after upgrading.

▪ Systems being restored from media set to QSECURITY 20 

will be set to whatever the system was prior to the restore

▪ For example, if the system is set to 40 prior to the restore, the 

system will remain at 40 … not 20.

NEW!  

Moving to QSECURITY 40 from 30

▪ Add *PGMFAIL and *AUTFAIL to QAUDLVL system value

▪ Audit for AF entries subtypes B, C, D, R, S and J

▪ You do not care about AF – A (authority failures) when 

moving to security level 40.  The same algorithm runs at 

level 40 that runs at all other levels
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Using the SQL Audit Journal Entry AF Table Function

- No need to run CPYAUDJRNE

- WHERE clauses get me to the right entries immediately

- TIMESTAMP arithmetic!!!

Audit Journal Table Functions

▪ AF – Authority Failure (SYSTOOLS.AUDIT_JOURNAL_AF)

▪ CA – Changes to Authority (SYSTOOLS. AUDIT_JOURNAL_CA)

▪ OW – Ownership Changes (SYSTOOLS. AUDIT_JOURNAL_OW)

▪ PW – Password (SYSTOOLS. AUDIT_JOURNAL_PW)  

▪ CO – Creation of objects (SYSTOOLS.AUDIT_JOURNAL_CO)

▪ CD – Command string (SYSTOOLS. AUDIT_JOURNAL_CD)

▪ CP – Creates and Changes to user profiles (SYSTOOLS. AUDIT_JOURNAL_CP)

▪ DO – Deletion of objects  (SYSTOOLS. AUDIT_JOURNAL_DO)  

▪ EV – Environment variable (SYSTOOLS.AUDIT_JOURNAL_EV)

▪ GR – Generic record (SYSTOOLS.AUDIT_JOURNAL_GR)

▪ SV – Changes to system values (SYSTOOLS_AUDIT_JOURNAL_SV)

▪ JS – Job start 

▪ ST – Use of Service tools

▪ OM – Object management 

▪ And they keep coming …

▪ https://www.ibm.com/docs/en/i/7.5?topic=services-audit-journal-entry
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Moving to QSECURITY 40 from 20

▪ *ALLOBJ will be removed from all users not in *SECOFR user 
class. 

▪ Need to determine where authority will come from since it will no longer 
– by default – come from *ALLOBJ

▪ Need to make sure users that should have *ALLOBJ are either in the 
*SECOFR user class or you modify the profile after IPLing to the higher 
level.

▪ Plus everything from previous slide

▪ Same authority checking algorithm so can test at level 20 prior 
to moving to level 40

Issue #3: Running at 

Password Level 10 or 20 
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Password Level (QPWDLVL) – IBM i 7.4 and earlier
System value

0 Default 

Character set:  A-Z, 0-9, $, @, # and _

Maximum length: 10

1 Same as level 0 but gets rid of old NetServer password-

Safe to move if you are not using NetServer or not connecting with Windows 95, 

98, ME or Windows 2000 server – end users will see no difference

2 Character set:  Upper / lower case, all punctuation and special characters, numbers and 

spaces

Maximum length:  128

Keeps NetServer password, encrypts with old and new algorithms

Sign on screen changed to accommodate longer password, CHGPWD and 

CRT/CHGUSRPRF pwd field changed

3 Same as level 2, gets rid of old encrypted password and old NetServer password

Safe to move if you are not using NetServer or not connecting with Windows 95, 

98, ME or Windows 2000 server – end users will see no difference

Changes require an IPL

Move to level 2 prior to moving to 3.  

At level 2, can sign on with a password that’s ALL CAPS or all lower until 

password is changed.   *** User education required!***

Password Level (QPWDLVL) – IBM i 7.5
System value

0 / 1 Default 

Character set:  A-Z, 0-9, $, @, # and _

Maximum length: 10

LanMan password not stored at ANY level 

2 Character set:  Upper / lower case, all punctuation and special characters, numbers and 

spaces

Maximum length:  128

Encrypts with old and new algorithms to accommodate both levels 0/1, 2/3 and 4

Sign on screen changed to accommodate longer password, CHGPWD and 

CRT/CHGUSRPRF pwd field changed

3 Same as level 2, gets rid of old encrypted password

Level 4 password generated and retained

4 Stronger algorithm to store password hash. Only version stored is the one that 

works at level 4

NEW!  
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Password Hashes Stored at Each Level 
Password hashes 

generated  at 

QPWDLVL 0/1

Password hashes 

generated  at  

QPWDLVL 2

Password hashes 

generated at  

QPWDLVL 3

Password hash 

generated at 

QPWDLVL 4

All uppercase

All lowercase

Regardless of what 

the user types 

(CaroL) the 

password is folded:

CAROL

carol

> Password no longer 

folded for authentication

Used for authentication:

Mixed case – Level 2/3

Hashes generated when 

password is changed:  

- Mixed case – Level 2/3

- All uppercase

- All lowercase

- Mixed case – Level 4

Used for authentication:

Mixed case – Level 2/3

Hashes generated when 

password is changed: 

- Mixed case – Level 2/3

- Mixed case - Level 4

Level 4 version only

Move from 0/1 to 2, test then move to 3 (or 4)

Cannot move directly from 0/1 to 4

Cannot move from 4 to 0/1

All changes require an IPL 

Check Connections with Hard-coded Passwords

▪ Connection = anything connecting to IBM i where you’ve defined an IBM 

i user profile to make the connection and the password is hard-coded. 

▪ Profiles are often called “Service Accounts”

▪ Example:

▪ ODBC / JDBC (e.g., WebSphere connections, client/server applications, Windows 

server connections)

▪ FTP

▪ User:   SERVICE1

▪ Pwd:    K3ls#Y

If set at QPWDLVL 0 or 1, this 

hardcoded password will fail at 

QPWDLVL 2 or 3 because 

what’s stored is all lower and all 

upper – NOT mixed case!
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Issue #4: Un- or Mis-managed 

User Profiles

User Profile – Issue 4a

Too.Much.Power.
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Special Authorities (Capabilities)

Special Authority Definition

*AUDIT Auditing configuration

*IOSYSCFG Communications configuration and management, creation of file shares

*JOBCTL Management of any job on the system

*SAVSYS Ability to save and restore any object on the system – or the entire system regardless 

of authority to the object

*SECADM Create/Change/Delete user profiles

*SERVICE Ability to use Service Tools

*SPLCTL Access to every spooled file on the system regardless of authority to the outq

*ALLOBJ Access (All authority) to EVERY object on the system!!!!

- Assign special authorities by ‘role’.  If the user doesn’t need it to perform their 

job, they shouldn’t have the special authority.

- Special authorities assigned to a group are inherited by all members.

Special Authority Analysis

--

-- description: Special Authority analysis

--

select user_name, special_authorities, group_profile_name, supplemental_group_list, text_description

from QSYS2.USER_INFO

where SPECIAL_AUTHORITIES like '%*ALLOBJ%' or

AUTHORIZATION_NAME in (select USER_PROFILE_NAME

from QSYS2.GROUP_PROFILE_ENTRIES

where GROUP_PROFILE_NAME in (select AUTHORIZATION_NAME

from QSYS2.USER_INFO

where SPECIAL_AUTHORITIES like '%*ALLOBJ%'))

order by AUTHORIZATION_NAME;
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User Profile – Issue 4b

Default passwords

Default Passwords with SQL

--

-- description: User profiles with default passwords

--

select USER_NAME, STATUS, PASSWORD_EXPIRATION_INTERVAL, SPECIAL_AUTHORITIES,
GROUP_PROFILE_NAME, SUPPLEMENTAL_GROUP_LIST, LAST_USED_TIMESTAMP,
CREATION_TIMESTAMP, USER_CREATOR, TEXT_DESCRIPTION

from qsys2.user_info

where USER_DEFAULT_PASSWORD = 'YES'

order by status;
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Create User Profile (CRTUSRPRF) – 1 (New default in IBM i 7.5 

27

IBM i 7.5 changes:

- Password now defaults to *NONE (rather than *USRPRF)

- Can now specify password expired *YES with password *NONE

NEW!  

QPWDRULES

*PWDSYSVAL or
▪ *CHRLMTAJC

▪ *CHRLMTREP

▪ *DGTLMTAJC

▪ *DGTLMTFST

▪ *DGTLMTLST

▪ *DGTMAXn

▪ *DGTMINn

▪ *LMTSAMPOS

▪ *LMTPRFNAME

▪ *LTRLMTAJC

▪ *LTRLMTFST

▪ *LTRLMTLST

▪ *LTRMAXn

▪ *LTRMINn

▪ *MAXLENnnn

▪ *MINLENnnn

▪ *MIXCASEnnn

▪ *REQANY3

▪ *SPCCHRLMTAJC

▪ *SPCCHRLMTFST

▪ *SPCCHRLMTLST

▪ *SPCCHRMAXn

▪ *SPCCHRMINn

V7R2
▪ *ALLCRTCHG

Recommended:  Rules are all in one place, more options
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System Values – Password Composition Rules

User Profile – Issue 4c

Inactive profiles
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Managing Inactive Profiles with an SQL

--

-- description: User profiles that haven't been used in the last 3 months

--

SELECT user_name,

date(last_used_timestamp) as last_used,

timestamp(previous_signon, 0) as last_signon,

timestamp(creation_timestamp, 0) as create_time,

status,

text_description

FROM QSYS2.USER_INFO

WHERE (last_used_timestamp IS NULL

OR last_used_timestamp < CURRENT TIMESTAMP - 3 MONTHS)

AND (creation_timestamp < CURRENT TIMESTAMP - 3 MONTHS);

QSYS2.user_info – Inactive Profiles
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SYSTOOLS.CHANGE_USER_PROFILE() table function

Changes the user profile!

Available in V7R3 TR10 and V7R4 TR4

https://www.ibm.com/docs/en/i/7.4?topic=services-change-user-profile-table-function

Issue #5: Too Much Access to Data 

33
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Wide-open Access to Data

▪ No recognition that data has 

value

▪ Critical data has not been 

identified, much less secured

▪ QCRTAUT set to *ALL

▪ Database files not secured

▪ IFS objects not secured

▪ Too many profiles with *ALLOBJ

Afraid of Breaking Something

▪ Use Authority Collection by user to 
determine what objects are 
accessed and authority required to 
successfully remove *ALLOBJ

▪ IBM i 7.3

▪ Use Authority Collection by object 
to determine which profiles are 
accessing an object (in a library, 
directory or folder) to successfully 
secure objects

▪ IBM i 7.4

▪ Removes the guesswork!
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Data is an Asset and Needs to be Protected

▪ Don’t have to secure ALL 

objects on the system!

▪ Identify critical data (whether in 

a library or IFS)

▪ Good security settings protect 

against purposeful loss as well 

as accidental errors

Avoid Vulnerabilities: Implement Defense in Depth

▪ Multiple layers of defense:

▪ Best practices for system values

▪ Security level (QSECURITY)

▪ Password level and composition rules (QPWDLVL and QPWDRULES)

▪ Least privilege access assigned to User profiles

▪ Deny by default object level authorities for both objects in libraries 

as well as directories

▪ Exit programs for more granular access controls

▪ Encryption additional control of who sees data (including the 

omission of *ALLOBJ users) and potential separation of duties
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For More 

Information 

IBM i Security Reference – PDF

https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_75/rzarl/
sc415302.pdf?view=kc

IBM i Services

▪ https://www.ibm.com/support/pages/node/1119123

SQL Tutorials – Scott Forstie

▪ https://ibm.biz/Db2foriSQLTutor

Memo to Users 

▪ https://www.ibm.com/docs/en/i/7.5?topic=documentation-memo-
users

IBM i Security Administration and Compliance, 3nd edition, by Carol 
Woodbury, 2020 available from Amazon.com and 
MCPressOnline Bookstore

Mastering IBM i Security by Carol Woodbury, 2022. Order here:

▪ https://www.mc-store.com/products/mastering-ibm-i-security39

39

https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_75/rzarl/sc415302.pdf?view=kc
https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_75/rzarl/sc415302.pdf?view=kc
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Privileged Access Management
- Blueprints
- Inactive Profiles
- Access Escalation Management
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Next Steps
Free Security Assessment

Have a project in mind? Questions?
Let us know in the exit survey, or get in touch:

pauline.ayala@freschesolutions.com
info@freschesolutions.com

Penetration Test
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